Abstract-This paper contributes by discussing the categorization of responsibilities of top management in information security to the four (4) leadership characteristics in Islam as defined and showed by the Prophet Muhammad (PBUH). Contemporary studies, mostly from the West explores the responsibilities of the top management in information security. However, without binding the responsibilities to a specific set of virtue ethics, it will only become a set of tasks rather than responsibilities. Therefore, based on the literature review, this paper introduces a conceptual model that describe the categorization of management's responsibilities in information security governance to the four (4) Islamic leadership principles -Truthfulness, Trustworthiness, Advocacy and Wisdom. This model allows researchers and practitioners to understand and appreciate the accountability of top management in steering information security initiatives in their organizations from Islamic perspective.
I. INTRODUCTION Studies in information security focused mainly on the technical and technological solutions and this trend could be seen until the early 80s. Later on, the focus moved towards management dimension and then slowly shifted to institutional aspects of information security [1] [2] [3] . Interestingly, current studies are now exploring the human aspects of information security, emphasizing on management and governance issues [4] [5] [6] . These studies proposed that employees of an organization, at every level have information security duty and no longer belongs to a specific group of employees or unit. Each employee is responsible to maintain and uphold the information security's componentconfidentiality, integrity and availability (CIA), regardless of their position.
In Islam, this proposition has long been one of its moral principle for the followers. For example, Islam always asked its followers to protect and maintain confidentiality (when it is required) in every aspect of life. This ruling applies not only in the office environment, but also between husband and wife, parents and children, between friends, and the society in general. Any unauthorized disclosure may lead to undesirable result to the affected parties. It is considered as a betrayal of the trust, and breaking of covenant, as interpreted from Holy Quran:
"…and fulfil (every) commitment. Indeed, the commitment is ever (that about which one will be) questioned" [AlQuran, 17:34] "Verily, Allah commands that you should render back the trusts to those, to whom they are due" 4:58] However, the accountability to manage information security risks and its countermeasure lies on the shoulder of the organization's top management [3] , [7] [8] [9] . According to [8] , there are six (6) major activities in information security and some of them are related directly to the top management, which includes policy development, segregation of roles and responsibilities, monitoring, and to provide security awareness, training and education. These activities have contributed significantly towards the development of an effective information security management (ISM) [6] . Top management also plays an imperative role to nurture information security culture and ensuring their employees comply to the information security policies. Essentially, top management need to be hands-on (set direction, monitoring, etc.) and maintain good communications (promote compliance, led by example, etc.) in their management style. In similar vein, these roles are aligned to the exemplary leadership characteristics of Prophet Muhammad (PBUH). For instance, the same management style and governance roles were demonstrated by the prophet during the early period of the opening of Madinah, the first Islamic state [10] , [11] . As head of the new state, Prophet Muhammad (PBUH) had personally took part in:
establishing the Constitution of Madinah; forming the brotherhood between Ansar and Muhajirin; building the first mosque as a centre of congregation, education, and administration; developing the administration structure -central and regional; introducing standard monetary system; and developing defence strategy in which Prophet Muhammad (PBUH) became the general for his troop.
At the same time, Prophet Muhammad (PBUH) continuously reminded his followers to maintain their faith, comply to Allah's will and leave whatever that is forbidden by Him. 
It is narrated on the authority of Abu

II. RESEARCH BACKGROUND
A. The Definition of Top Management
Adopting the definition by ISO/IEC 27000:2018 Overview and Vocabulary, top management/senior management, or also known as executive management, is "person or group of people who directs and controls an organization at the highest level. Top management has the power to delegate authority and provide resources within the organization" [13, p. 10]. Based on this definition, the top management mentioned in this paper can be inferred as high ranked officers who are involved directly in the organization's information security board or responsibility.
B. Information Security Governance
In any organization, corporate governance, led by top management is important in determining the direction of the organization. Corporate governance usually consists of multiple components (sub-governance), representing every function within the organization, which includes Financial Governance, Human Resource Governance, IT Governance (ITG), etc. Commonly, information security governance (ISG) is a component under ITG which make it as an integral but transparent in corporate governance [9] , [14] , [15] . This structure is illustrated in Fig. 1 .
Based on this structure, ISG can be defined as "a subset of enterprise governance that provides strategic direction, ensures that objectives are achieved, manages risk appropriately, uses organizational resources responsibly, and monitors the success or failure of the enterprise security programme" [9, p. 17] .
This definition clearly sets the responsibility of top management in driving information security initiatives within the organization. Since ISG is part of corporate governance, top management responsibility in information security can be considered as a direct corporate governance accountability. However, the governing approach may varies depending on the top management's interests and in ways that support the organization's objectives. This is supported by extant studies which explore the approaches in ISG. For example, [14] proposed the PoliciesProcedures-Practice model. In their study, policies made by the top management are translated into actions and practices. A proper training and awareness programs need to be established through which the employees and other stakeholders will be informed of the information security policy existence and trained on its implementation and compliance.
Another example is the ITG framework introduced by Information Systems Audit and Control Association (ISACA) called Control Objectives for Information and Related Technologies (COBIT) [16] . COBIT provides five (5) principles where IT is adopted in different, multiple perspectives; Meeting Stakeholder Needs, Covering Enterprise End-to-End, Applying a Single Integrated Framework, Enabling a Holistic Approach; and Separating Governance from Management [17] . COBIT framework is believed to be flexible and can be implemented in any organizations -private and government, based on the needs of each organization.
This paper however will adapt the approach of DirectImplement-Check cycle introduced by [15] . This cycle is aligned with the definition of ISG provided by ISO/IEC 27014:2013 Governance of Information Security, which emphasizes on the direct and control of information security activities [18] . Fig. 2 shows the processes involved in the cycle.
Therefore, with reference to the definitions of ISG and the Direct-Implement-Check approach, it can be established that top management have significant roles in driving the information security activities. The level of supports and commitments shown by the top management would become a benchmark on how far their involvements and participations are. 
C. Information Security Governance
Studies by [8] , [19] identified several information security responsibilities which need to be implemented by the top management. Table I shows the summary of top management responsibilities in ISG. Provide resources for information security education, training, and awareness programs to employees R8 Set priorities and ensure measurable improvements of information security R9
Monitor and measure information security programs and its implementation R10
Constantly remind employees about the importance of complying to the information security policy and its implication of not doing so R11
Inculcate security culture by leading through example R12 Subscribe security assurance from security audit However, these responsibilities are presented in one (1) dimension view, like a checklist which the top management can pick and choose to suit their personal interest. By doing so, the overall responsibility of top management in leading the information security initiatives will become incomplete and lacking integrity.
Therefore, these responsibilities need to be given a qualifier which can force the top management to adopt and execute all them. Based on that premise, this paper proposed a conceptual model which categorize the given responsibilities into interrelated groups based on the four (4) virtues or attributes of Prophet Muhammad (PBUH), the supreme leader and role model of Muslims all over the world. Regardless of his role -father figure, husband, head of nation, neighbour, friend, etc., Prophet Muhammad (PBUH) projected a set of characteristics which are applicable and relevant throughout the ages [20] , [21] (2) Amanah (Trustworthiness): Amanah is one of the attributes commonly associated to leader of any form. A trustworthy leader need to uphold his responsibility regardless of any challenges, temptation and own-desire [22] . He will try his utmost to ensure the success of the task given to him. This attribute lead to the recognition given to Prophet Muhammad (PBUH) by the Quraish when they regarded him as Al-Amin, way before he was appointed as prophet [23] .
(3) Tabligh (Advocacy/To Deliver): Tabligh requires one to always inform and deliver the right and truthful message to anybody he is in contact with [22] , [24] even if the message may disclose any wrongdoing of the person delivering it. The delivery is not only via verbal communication, but also focuses on non-verbal communication, leadership and managerial skills. In long run, Tabligh promotes transparency between the parties involved in the communication process.
(4) Fathonah (Wisdom/Intelligence): Prophet Muhammad (PBUH) is known for his high level of intelligence, not only intellectual, but also emotional and spiritual [24] . His wisdom allows him to describe, discuss and explain the words of revelation to his followers which allow them to further understand Islam. Prophet Muhammad's intelligence also transpired in his strategy during war, negotiation with the enemies, the development of Madinah as his administration centre [10] , [11] , uniting the Ansar and Muhajirin in one brotherhood [23] and many others. In leadership, Fathonah is important in managing the risks and to avoid any disruption within the organization.
These four (4) virtues or characteristics are not exclusive only to Prophet Muhammad (PBUH) as he himself is just a normal person. Separated from others by the words of revelation given to him. This is recorded in the Holy Quran:
"Say, "I am only a man like you, to whom has been revealed that your god is one God. …"" [Al-Quran, 18:110]
This indirectly means all the virtues demonstrated by Prophet Muhammad (PBUH) can be emulated by us, his followers. We may never achieve the perfection of Prophet Muhammad (PBUH), but his qualities are something which we can refer to as guidelines in our life.
In this regard, this paper is proposing for these four (4) attributes to be the qualifying category for the responsibilities of top management in ISG as discussed previously. This gives the second dimension to the list, which will guide the top management to execute all the responsibilities in achieving a successful ISG.
III. CONCEPTUAL MODEL OF RESPONSBILITY-VALUE ALIGNMENT IN ISG
As discussed earlier, the responsibilities of top management in governing information security as proposed by [8] , [19] may not be operational if it is viewed in one (1) dimension, a checklist for the top management. Top management need to understand that they need to execute all these responsibilities to effectively govern the information security activities in the organization. To achieve this, the r responsibilities need to be linked to a set of values, which in this paper, the values are the four (4) characteristics of good leadership demonstrated by Prophet Muhammad (PBUH) -Siddiq, Amanah, Tabligh and Fathonah. By developing this responsibility-value relationship, the top management will be obliged to execute all the responsibilities, as to fulfil the leadership example set by the Prophet Muhammad (PBUH). Fig. 3 shows the conceptual model of this relationship. Each responsibility is categorized to each value based on the most-relatable nature between the responsibility and the value. For example, when the top management is required to have a sound knowledge of information security, it means the top management need to equip themselves with relevant knowledge in information security, always updated with the latest trend and continually enhanced their skills. This obviously related to intelligence and wisdoms which is associated to Fathonah. Table II presents further explanation on the conceptual model.
IV. CONCLUSION
In ensuring the sustainability of information security initiatives and activities within an organization, they need to be governed, and require commitment from the top management. These commitments or governance activities ranging from setting the direction and aims of the initiatives and activities to monitoring and assessing its implementation. Additionally, as ISG is part of corporate governance, it is imperative for ISG to be successful and top management will be held accountable for it. Therefore, top management need to understand their responsibilities in ISG and implement them entirety rather than just a checklist of tasks which they can choose based on their interest. To achieve this, the responsibilities need to be associated to a set of value or virtue ethics, in which neglecting the responsibilities can also infer that the individual is also lacking ethics or integrity. This paper proposed a conceptual model which categorized and associate the responsibilities of top management in ISG to Siddiq, Amanah, Tabligh and Fathonah; the four (4) leadership characteristics of Prophet Muhammad (PBUH). In Islam, these four (4) fundamental values are crucial in defining and developing an individual with high level of integrity, especially those who is responsible to manage and govern an organization of any form. The categorization is made based on the nature of the responsibilities and the values and supported by examples and excerpt taken from the Holy Quran.
In conclusion, the proposed conceptual model would be able to assist the top management to appreciate and comprehend the importance of their responsibilities in ISG, thus motivating them to execute and achieve the goals and aims in information security.
V. FUTURE STUDIES
Besides giving virtue ethics value to the responsibilities of top management in ISG, another interesting factor to consider is the niat or intention/motive of the top management as they are appointed to the position. This is based on a caution issued by Prophet Muhammad (PBUH), as mentioned in Sahih Muslim, Book 20, Hadith No. 4692, "The value of an action depends on the intention behind it" [12] . A further research to investigate the relationship of niat to the execution of responsibilities by top management and its impact would allow the top management to be more thoughtful in carrying their duty, thus ensuring the success of the organization's information security initiatives ACKNOWLEDGMENT We would like to express our sincere gratitude to the Public Service Department of Malaysia for the sponsorship of this study under the Federal Training Award (HLP). We gratefully appreciate the constructive comments by the reviewers and all related parties who have helped improve the quality of this paper throughout the review process. 
EXPLANATION ON ALIGNMENT BETWEEN TOP MANAGEMENT RESPONSIBILITIES AND VALUES OF PROPHET MUHAMMAD (PBUH) CHARACTERISTICS
TOP MANAGEMENT RESPONSIBILITIES
VALUES SIDDIQ
R9
Top management need to ensure that the information security initiatives should be measured and monitored based on objective measurement. The result should reflect the real condition of the organization and shall not be polished or tampered due to certain pressure or request by any parties. Monitorinig and measuring is part of the Check phase; therefore, the result need to be accurate because only then the organization can improve. Take any necessary corrective measure in strengthening their information security initiatives.
R12
Any form of security assurance activities (e.g.: continual quality improvement process) should be based on the outcome of a formal audit process. Top management should not overlook the audit result because the result represents unbiased and independent view towards the information security implementation in the organization.
R3
There is a possibility where top management will try to tamper with the risk management calculation to align it to the business objectives. This fraudulent act would only harm the organization especially when the risk is compromised. If the risks are somehow not aligned tothe business objectives, the top management is responsible to accurately inform the stakeholders and discuss the course of action required to correct the condition
AMANAH
R4
These two (2) responsibilities basically requires the top management to commit and provide all the resources -fund, technology, people, which required in implementing the information security activities. Top management has the authority in resource allocation, therefore they need to ensure all resources are accommodated R7
R6
Based on Direct-Implement-Check approach, ISG is a top-down process where top management need to develop and provide the information security policy and direction before being escalated to the other member of the organization. This approach encourages top management to involve and participate from the early stages of the information security activities. When such commitment is given by top management, it will motivate the lower level staff to own and work together in implementing the activities
TABLIGH
R10
Top management need to conduct regular engagement with the organization staff, either true dialogue, forum, townhall, department memo or perhaps through online forum discussion. These will allow the top management to deliver what are the aim and objectives of the organization, thus ensuring every staff will share and own the same value. Besides that, these engagements will show how committed the top management in governing the information security activities, developing a stronger sense of trust among the employees
R11
History clearly shows how Prophet Muhammad (PBUH) was a hands-on leader. For every instruction or advice that he gave, he will be the first to execute it. For example, as reported in the Sahih Muslim, Book 19, Hadith No. 4442, in the War of Ahzab, Prophet Muhammad (PBUH) joined his companion in digging the trench even though he was the General of the troop [12] . Lead by example is also mentioned in the Holy Quran, Surah As-Saff, Verse 2-3, where the believers are warned of Allah's anger against those who do not perform or act upon what they speak upon. Therefore, to inculcate new culture in the organization, top management should be the first to instigate before escalating it to the lower level employees. Top management need to commit and comply to all the security controls, and not to be exempted from any of the security policies. By doing this, it will motivate the other employees to embrace the information security activities, thus developing the new security culture
FATHONAH
R1
All these four (4) responsibilities require the top management to have a full understanding and knowledge in information security, either by experience, formal education or continuous professional training. Top management should not assume the execution of information security initiatives only lies within their staff and subordinate, thus giving them exception from undergoing the necessary information security related training. On contrary, top management should embark on life-long learning activities and equip themselves with the latest info, knowledge and understading of information security. This is align with the instruction recorded in the Holy Quran [20:114] . Without this domain knowledge, top management would not be able to develop policies nor direction, which are appropriate and in line with the organization's business aims and objectives. Some top management rely upon the technical executives to advise them on matters related to information security. Even so, top management still need to have the fundamental knowledge of the domain. This may help them to check the correctness of the advice given and avoiding misguided information. In the case of Prophet Muhammad (PBUH), he consistently enhances his knowledge through the words of revelation. But even before his prophethood, Prophet Muhammad (PBUH) was acknowledged as an intelligent person who loved to learn new things; from farming to entrepreneurship.
R2 R5
R8
